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Overview of the Smart Meter Texas (SMT) Solution
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Overview of the Smart Meter Texas (SMT) Solution
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Overview of the Smart Meter Texas (SMT) Solution

SMT M Functions — Baseline 1/31/2010

Retail Electric Provider Customer

Function API Ul

Manage Personal Profile X

Manage Company Profile Non-Res

Manage User Access Non-Res

Attach ESIIDs X

Detach ESIIDs X

Retrieve Daily ROR Usage Files

Retrieve 15-min Intervals

Retrieve Daily Usage

Retrieve Version Reports

Set Broadcast Messages




. CenterPoint.
E . e E”ergy

Overview of the Smart Meter Texas (SMT) Solution P

SMT HAN Functions — Baseline 1/31/2010

Retail Electric Provider Customer

Message Type

Provision HAN Device

De-Provision HAN Device

Load Control

Pricing

Text




Overview of the Smart Meter Texas (SMT) Solution

SMT Interfaces:
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API/FTP interfaces

Initial draft
Specification

Specification

Extract of LSE files from SMT FTP site (interval & register reads)

12/15/09

1/15/10

Request for Ad-hoc usage via web service calls to SMT

12/15/09

1/15/10

Extract of LSE/CSV ad-hoc usage response files from SMT FTP
site and Portal web link

12/15/09

1/15/10

HAN Interfaces:

API interfaces

Initial draft
Specification

Final
Specification

Provisioning / De-provisioning

12/15/09

1/15/10

Smart Energy Profile 1.0 messaging

12/15/09

1/15/10
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Overview of the Smart Meter Texas (SMT) Solution

« The following represents the order of actions to fully
Integrate REPs into SMT-:

1. Register via the SMT portal
» Available to all REPS 2-1-2010

2. Complete the SMT FTPS Setup
» Signup as described on the AMIT website**

3. Complete the SMT API Setup (optional)
> Signup as described on the AMIT website**

= http://www.puc.state.tx.us/electric/projects/34610/34610.cfm




Overview of the Smart Meter Texas (SMT) Solution
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SMT for Retail Electric Providers

Completes Completes
SMT FTP SMT API
Setup Setup

Existing

Registers for the SMT Portal TDSP ETP

Export / Export / Submit ,
Request via

Download Download AP

Submit View
Function Request Results
Online Online

Manage Personal Profile X X

Manage Company Profile X X

Manage User Access

View Broadcast Messages

Retrieve Daily ROR Usage Files (a)

Retrieve 15-min Intervals
(1 ESIID for no more than 40 days at a time)

Retrieve 15-min Intervals
(Multiple ESIIDs for up to 48 months)

(2) SMT Portal will allow this request. However, result can only be retrieved from the FTPS site.
(b) Reports requested via APl can only be retrieved from the SMT FTPS site.
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SMT for Retail Electric Providers

Completes Completes
SMT FTP SMT API
Setup Setup

Existing

Registers for the SMT Portal TDSP ETP

Export / Export / Submit ,
Request via

Download Download AP

Submit View
Function Request Results
Online Online

Retrieve Daily Usage

(1 ESIID for no more than 1200 days) X X X X (b)

Retrieve Daily Usage
(Multiple ESIIDs for up to 48 months)

(b)

Retrieve Version Reports

Provision / Deprovision HAN Devices

Send HAN Messages

Retrieve HAN Messaging Log

(a) SMT Portal will allow this request. However, result can only be retrieved from the SMT FTP site.
(b) Reports requested via APl can only be retrieved from the SMT FTP site.
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Considerations for REP Entity / DUNS
/ Administration
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« REP Companies that operate with multiple DUNS must first decide
on setup method (description of setup methods on pages following)

1) One REP company for each DUNS
2) Multiple DUNS associated with a single REP company
3) Mixture of both scenarios 1 & 2 above

« The basis for the decision is centered around how the REPs conduct
business and is a matter of choice for each REP.

w Switching from one method to another after setup should be avoided
as it will require many of the REP’s employees to re-register using a
different User ID.




AEF CenterPoint .
E . e E”e'gy

NCOR  TNMP

SMT Business Information for REPs

Registering as one REP Company for each DUNS

DUNS 1 DUNS 2

' ' Up to four (4) Administrators per REP Company.

REP Company Name must be unique within SMT —
R RS each DUNS must be designated in SMT by a

i BRee Uiy DRURN e STy e

Admins  Users Admins  Users A registered User or Administrator account can only
be associated with a single REP Company.

You would need multiple accounts if you need to
DUNS 3 access meters associated with different DUNS
_J numbers.

- You can generate single reports containing data for
REP Co 3 multiple meters as long as all of the meters are

ﬂ@ﬂﬂ @@@QQQ ;ses;%crida.ted with the same DUNS number for REP of

Admins Users

& When 31 Party functionality is incorporated,
REPs will be listed as available 3™ Parties by
REP Company Name, as registered in SMT. In
this scenario, each of the separate REP
Companies will be displayed in the 3" Party list.




SMT Business Information for REPs
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Registering as one REP Company for all DUNS

REP Company

Peee

Users

I

& When 31 Party functionality is incorporated,
REPs will be listed as available 3™ Parties by
REP Company Name, as registered in SMT. In
this scenario, only one REP Company will be
displayed in the 3 Party list.

>

>

Up to four (4) Administrators total for your REP
Company.

In SMT, the same REP Company Name will be
used for all of the associated DUNS.

All four (4) Administrators will have access to
meters associated with any of the established
DUNS numbers.

Your Administrators can control which of these
DUNS to associate with User accounts for your
Company.

REP Users will only be able to access meters if
they are associated with the DUNS that is the
current REP of Record.

REP Users can see, but not change, which DUNS
numbers are associated with their account.

REP Users and Administrators can generate single
reports containing data for multiple meters
regardless of which DUNS number the meters are
associated with.

Daily automated REP data files that are retrieved
via ftp are always split by DUNS number and are
unaffected by the way the REP Company is
established in SMT.




SMT Business Information for REPs

SMT Portal ROIeS At least 1 TDSP Admin

Approves new REP or new DUNS

TDSP REP
Sets up 15 TDSP Admin Admins Admins
g lapprove approve

ks

e
1 FeNeER

HOST / Help Desk Less
A

Uﬂ i approve L TDSP ESIIDs REP of Record ESIIDs
ns

REP of | CONSumer
Record Data

My ESIIDs

All ESIIDs

lMy ESIIDs

Residential
Customer

Non-Residential
Customer

Admins

approve
o 0 00 66
RRRRRR

Users




SMT Business Information for REPs

Registration with SMT covers the entire state of Texas

» REPs will have access to all of their customers’ SMT Smart Meters across a
DUNS, regardless of which TDSP owns the meter

Each REP Company will need the following information to register for SMT access*:

» Company Profile information (contact info may be visible to REP’s customers)
 Company Name
+ Company Address (2 address lines, city, state, country, zip)
Company Phone (customer service number)
Company Email (customer service email address)
One or more DUNS numbers to be associated with this REP Company

» Personal Profile information for 15t Administrator (visible only to Host & TDSPS)
Name (First name, middle initial, last name, suffix — only first & last name are required)
Phone (optional)
Email (required for SMT contact — will not be shared)
User ID (note that User IDs must be unique and cannot be reused after deletion)

» A Form is being created that can be used by the REPs to facilitate collecting the
appropriate information

* Completing this registration will allow the REP to have adhoc access to their data via the SMT online website.
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SMT Business Information for REPs

New REP Company (or addition of a DUNS to an existing REP Company) must be
approved by one of the TDSP Administrators

Other REP Administrators and Users may register for access to the existing REP
Company and will be approved by the REP Administrator

> New registrants need to be able to locate the REP Company by company name and provide
their Personal Profile information

Users vs. Administrators

» Users can ...
* Update their own personal profile
*View their company profile
* Access usage data for the DUNS associated to their account
* Add and Remove HAN Devices for the DUNS associated to their account

» Administrators can ...
» Update their own personal profile
» Update the company profile, including Add/Remove DUNS
* Access usage data for all DUNS associated with the REP Company
* Add and Remove HAN Devices for all DUNS associated with the REP Company
* Approve/Decline new Administrator/User registration requests
» Suspend/Reinstate/Revoke User ID access within the REP Company
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SMT Business Information for REPs

« REP Customer Service
» REP Screens and Customer screens differ in the portal.

» REPs will be given 4 Customer Service User IDs.
» Residential Customer — English
* Residential Customer — Spanish
* Non-Residential Customer — Admin
* Non-Residential Customer — User

These User IDs will be associated with fictitious ESIIDs and will have
representative Usage data available.

This allows REPs to login as a customer and see the same screens that the
customer sees, though the data will differ for the customer.
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FTPS Preparation for Usage
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SMT Technical Information required from REPs*

Usage Download Technical Setup Overview

ﬁ'esting

Obtain ftps Provide Public Sl Coordinate

Client Security PGP Key S An((:jri?j?jr;gzlsses Download
Certificate to SMT Testing With

(self signed) (self signed) For SMT Staging ok

Register
on Portal

/“Production

Obtain ftps Provide Public el Exercise

) . Credentials .
Client Security PGP Key I L Production
Certificate > to SMT > And Addresses > Usage

(from Verisign) (self signed) ReleSLilT Downloads

Production

* Completing this setup will allow REPSs to retrieve their daily usage files via ftps.
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SMT Technical Information required from REPs

REP instruction:
1) Select an FTPS-capable client

2) Obtain REP FTP user ID and password from SMT Operations
Obtain and install FTPS Client certificate from VeriSign, per
FTPS-client instructions. [FTPS-specific]

3) Generate PGP key pair

4) Provide PGP public key and REP SSL public certificate to SMT
host administrators

5) Configure client if applicable with FTP user ID for SMT login

6) Obtain SMT server address and configure client for connection
setup

7) Access FTPS server — enter FTP User ID and password to
authenticate, to start. The FTPS client will then use the
certificate with the FTPS server to establish an encrypted SSL
session.
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SMT (M1) FTPS Interface Overview

Smart Meter Texas
ftps Server REP C

@
ftp.smartmetertexas.biz | Home Pirectory v

(staging URL TBD)

Smart Meter
Texas

Registered

—— —Authorization and home directory login—
| REP B

REP A
Home Directory
PGP-encrypted
Files

Identities homeleiesiony
v

3

\

SMT server
CA-signed
SSL certificate

Secure
Channel

Certificate
Exchange

Qg

REP ftp client
CA-signed
SSL certificate

N

Username

& commands v

Password

PGP-encrypted
Files

REP ftps client




Site Manager

Site Mame

|5 MT_Staging_fips

Host /1P /4 URL

|te-stageﬂ3.atlarrta.ibm com Advanced

| zermame

|re|iarrt | Anonyrmous

Pazsword

|

[ Don't zave pazsword

Port Timeout Retries
|21 [ 2 ™ BRetyOn

[+ PASY [ Usze Proxy
Connection

|AUTH TLS |

Comments S5L Optiong
[ S5LListings [~ S5L Transfer ¥ Clear [CCC)

[ OpenssL v findows SSL

Hew Site Mew Category | Connect |




Example ftps Connection (Core FTP LE)

® Core FTP LE - te-stage03.atlanta.ibm.com:21

File View Sites

Manage Help

s+ Xz | BRE|4AREd © ¢

o
A

AUTHTLE

USER ngliani

FBEZ O

200 Cemmand CK.
FROTC

200 Command OK.
€CcC

200 Cemmand CK.
EYET

Keep alive cff...
FWD
2ETTS

FASW

227 (83,100,30,73,228

Cennec scckel S804 1o 82.100.20.73, pert 21...
220 Service 1eady o1 new uzen.

234 Becunly exchange camgleled.
TLEw1 {RC4MDE), 128 bits

331 Uszer name ckay, need passwad.

230 User logged in, poceed.

218 Unix Da1aTyps: LE

an

P ._
= B

£t X * | s

= [

- I Filename

3b52cEbbd7hi

Comporate Lea

Documents ar

[ﬁ Drivers

EPSONREG

Gamin

HP CLJ 4700

i387

i387-0ld

icons

lotus

MyHelp Upgra
nokia

notes

notes fblkp

Program Files

[, PR

[ —

- I Filename

Size

Date

| Pemissions

<>

957877905Interval Data20090713162603 Ise. 799530915 asc
957877905Interval Data20091203133001063 Jse.001.799530915.asc
357877305Interval Data20091203133001065 Jse.002. 73353091 5.asc
957877905Interval Data20091204133001125Jse.001.799530915.asc
957877905Interval Data20091204133001127 Jse . 002.799530915.asc
957877905Interval Data20091205133001188 Jse 002.799530915.asc
357877305Interval Data20091205133001130)se.001.733530915.asc
957877905Interval Data20091206133123266 Jse. 002.739530915.asc
957877905Interval Data20091206133130264 Jse . 001.799530915.asc
957877905Interval Data20091207145502004 Jse 002.799530915.asc
357877305Interval Data20091207145512004 Jse.001.733530915.asc
957877905Interval Data20091208133004001 Jse. 002.739530915.asc
957877905Interval Data200912091330028067 Jse.002.799530915.asc
957877905Interval Data20091209133009067 Jse.001.799530915.asc
357877305Interval Data20091210133004012 Jse. 002.739530915.asc
957877905Interval Data20091210133004013 Js.001.739530915.asc

[l BE7OTTONE Lt i md Pims = BANEA 444 3NN AEE | AN TOOEINEAE mm

TKBE
8,896 KB
8,844 KB

10,572 KB
10,602 KB
11,592 KB
11,622 KB
9,287 KB
9,220 KB
9,077 KB
9,045 KB
15,632 KB
9,386 KB
9,373 KB
10,718 KB
10,656 KB

11 AAN KD

11/30/09 11:29
12/04/09 20:06
12/04/09 18:50
12/04/09 21:31
12/04/09 21:47
12/05/09 16:48
12/05/09 17:26
12/06/09 17:25
12/06/09 16:48
12/07/09 17:53
12/07/09 1827
12/08/09 17.05
12/09/09 16:56
12/09/09 17:.09
1210409 17:30
1210409 17:21

194400 4744

Host

| Destination | Bytes | Size

Rate |

Type |

Mo transfers..
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M1 Ad hoc Usage API
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SMT Technical Information required from REPs*

Web Service Technical Setup Overview

fl’esting

Obtain Coordinate
Credentials Web Service
XXX = And Addresses Handshake
For SMT Staging Testing With
Env. SMT

Generate Server Generate
X.509 Certificate for
Certificate WS-Security
(self signed) Digital Signature

/Production

Obtain
Obtain Server Obtain Credentials Call
X.509 loco[™ Certificate for lcood™ And Addresses oo™ Production
Certificate WS-Security For SMT SMT Web
(from Verisign) Digital Signature Production Services
WS Host

\_

* Completing this setup will allow REPs to use the SMT APIs.



M1 Systems Context Diagram
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IF--1000

IF--1010

IF--1020

IF--1040

IF--1100
IF--1110

IF--1120
IF--1130

IF--1140
IF--1150

Smart Meter Texas

Send meter usage data with 15 minutes TDSPs
interval and daily register read
Send meter monthly billed usage data TDSPs

Send daily extract of usage info since the last
extract for all usage data of the of Record's Smart Meter Texas Portal
ESIIDs

Send ad-hoc queries/request to get
meter usage data with specific date
range, usage data interval and one or
multiple ESIIDs

REPs
TDSPs
Customers

Meter usage data response to ad-hoc
queries for specific date range, usage Smart Meter Texas Portal
data interval and one or multiple ESIIDs

Full Sync of Meter attributes (Non-Usage Data) TDSPs
Incremental Sync of meter attributes (Non- TDSPs
Usage Data) changes

Full Sync of Rep of Record TDSPs
Incremental Sync of Rep of Record changes to TDSPs
update data repository with the relationship

(new, switch or move out)

Full Sync of Premise Info

Incremental Sync of Premise Info

Smart Meter Texas Portal

Smart Meter Texas Portal

REPs

Smart Meter Texas Portal

REPs
TDSPs
Customers

Smart Meter Texas Portal
Smart Meter Texas Portal

Smart Meter Texas Portal
Smart Meter Texas Portal

Smart Meter Texas Portal
Smart Meter Texas Portal

Web service

Web service / File

File
File

File

File

Web service / File
Web service / File

Real-time

Real-time /Batch

Batch
Batch

Batch
Batch

Real-time / Batch
Real-time / Batch
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M1 Ad Hoc Query Overview

Invokes an ad hoc Meter Usage Web service directly to retrieve usage information
for a given UserlID, ESI IDs, supplied date, reportFormat (CSV or MARS) and
reportType (Daily Register read or 15 minutes interval read or Both) parameters

For small volumes (One input ESI ID and up to 40 days of usage data)

— ESB fetches data from the SMT data repository and writes the output to a CSV file in a
shared folder

ESB then responds to the synchronous Web service request and returns the file URL in
the SOAP response message
For Medium volumes (One input ESI ID and usage data greater than 40 days but
less than 13 months)
— ESB submits an asynchronous request
— ESB returns the SOAP response to the portal with the correlationld, statusCode and
statusMessage
For large volumes (More than one ESI ID)
— ESB submits an asynchronous request

— ESB returns the SOAP response to the portal with the correlationld, statusCode and
statusMessage




Ad Hoc Query Samples — One ESIID

Request — One ESIIID
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/env
elope/"
xmlIns:met="http://schemas.esb.ams.com/meterusages
ource'">
<soapenv:Header/>
<soapenv:Body>
<met:processMeterUsage>
<MeterUsageReqList>
<userld>JONBREZON</userld>
<userType>RES</userType>
<reportTypeArray>
<l--Zero or more repetitions:-->
<reportTypeArray>
<reportType>INTERVAL</reportType>
<startDate>12/04/2009</startDate>
<endDate>12/05/2009</endDate>
</reportTypeArray>
</reportTypeArray>
<I--Optional:-->
<reportFormat>CSV</reportFormat>
<ESIIDArray>
<l--1 or more repetitions:-->
<ESIID>1008901001102496160100</ESIID>
</ESIIDArray>
</MeterUsageReqList>
</met:processMeterUsage>
</soapenv:Body>
</soapenv:Envelope>

CenterPoint.
Energy

Response:
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/env
elope/"
xmlins:soapenc="http://schemas.xmlsoap.org/soap/enc
oding/"
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-
instance">
<soapenv:Header/>
<soapenv:Body>
<me:processMeterUsageResponse
xmlins:me="http://schemas.esb.ams.com/meterusageso
urce">
<MeterUsageResponse>
<fileUrl>

<fileUrl>/data/AdhocMeterUsage/ETL/Target/IntervalM
eterUsage95fd7afcb176a6cb7afafac4.CSV.957877905</f
ileUrl>
</fileUrl>
</MeterUsageResponse>
<MeterUsageSOAPResponse xsi:nil="true"/>
</me:processMeterUsageResponse>
</soapenv:Body>
</soapenv:Envelope>




Ad Hoc Query Samples — Multiple ESIIDs

Request — Multiple ESIIDs
<soapenv:Envelope
xmlins:soapenv="http://schemas.xmlsoap.org/soap/
envelope/" xmins:met="http://schemas.esb.ams.com/
meterusagesource">
<soapenv:Header/>
<soapenv:Body>
<met:processMeterUsage>
<MeterUsageReqList>
<userld>JONBREZON</userld>
<userType>RES</userType>
<reportTypeArray>
<l--Zero or more repetitions:-->
<reportTypeArray>
<reportType>INTERVAL</reportType>
<startDate>12/04/2009</startDate>
<endDate>12/05/2009</endDate>
</reportTypeArray>
</reportTypeArray>
<I--Optional:-->
<reportFormat>CSV</reportFormat>
<ESIIDArray>
<l--1 or more repetitions:-->
<ESIID>1008901001102496160100</ESIID>
<ESIID>1008901002100782200100</ESIID>
</ESIIDArray>
</MeterUsageReqList>
</met:processMeterUsage>
</soapenv:Body>
</soapenv:Envelope>

CenterPoint.
Energy

Response:
<soapenv:Envelope
xmlins:soapenv="http://schemas.xmlsoap.org/soap/
envelope/“
xmlins:soapenc="http://schemas.xmlsoap.org/
soap/encoding/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
instance">
<soapenv:Header/>
<soapenv:Body>
<me:processMeterUsageResponse
xmlIns:me="http://schemas.esb.ams.com/meterusageso
urce">
<MeterUsageResponse xsi:nil="true"/>
<MeterUsageSOAPResponse>
<correlationld>47c765fdccbab4c36399d7ab
</correlationld>
<statusCode>0</statusCode>
<statusMessage>Data record completed
successfully</statusMessage>
</MeterUsageSOAPResponse>
</me:processMeterUsageResponse>
</soapenv:Body>
</soapenv:Envelope>




M1 Ad Hoc Query Security o em

e M1 APIs use mutual authentication over SSL

* Two kinds of security tokens can be used for authentication
— Username or SAML tokens

e |tis assumed that REPs will use Username tokens

e Validations

— Token data is used to map the sender of a request to a system account
— System account is authorized to access data related to a DUNs number

— WS-Security signature used to verify the request sender and determine
request integrity
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HAN API




HAN API Overview

Draft API specification issued Dec. 14
Web services API

Functional support
— Device provisioning/de-provisioning

— HAN messaging based on Zigbee Smart Energy Profile
(SEP) 1.0

Selected constraints place on APl use in Release 1

Secured




HAN APl Assumptions

Interface Message Description Response Invocation Type
Provisioning Device Request Provision Request Acknowledgement

De-provisioning Device Request Provision Request Acknowledgement

Simple Messaging Request Messaging Request Acknowledgement

Cancel Simple Message Request Messaging Request Acknowledgement

: : Synchronous
Load Control Messaging Request Messaging Request Acknowledgement

Cancel Load Control Message Request Messaging Request Acknowledgement

Cancel All Load Control Message Request Messaging Request Acknowledgement

Price Signal Request Messaging Request Acknowledgement

SMT Provisioning HAN Device Request
SMT Provision Ack

SMT De-provisioning HAN Device Request < Provisioning/De-provisioning Ack/Status
SMT Provision Ack

Status concerning
requests is available via
the SMT Portal. S e—

SMT Cancel Simple Messaging Request
SMT MessageAck

SMT Load Control Messaging Request
SMT MessageAck Zigbee Smart Energy Profile Requests

Zigbee Smart Energy Profile Ack/Status

SMTxP Cancel Load Control Messaging Request
SMT MessageAck

SMT Cancel All Load Control Messaging Request
SMT MessageAck

SMT Pricing Signal Request
SMT MessageAck

SMT Message Log (User Interface)
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HAN API Example e

Soap envelope

Soap header

— Contains the authentication
token

Soap body (SMT request)
SMT request identifier
SMT header information
SMT address block

e Only used for SEP messages
SMT request body

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:smt="http://schemas.esb.ams.com/smtxpmessaging">
<soapenv:Header>
<wsse:Security xmlns:wsse=
"http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-
1.0.xsd">
<wsse:UsernameToken>
<wsse:Username>REP_Sytem_Account</wsse:Username>
</wsse:UsernameToken>
</wsse:Security>
</soapenv:Header>
<soapenv:Body>
<smt:processCancelAllLCEvents>
<SMTxPCancelAllLoadControlEventRequest>
<I--Optional RequestID removed -->
<RequesterType>0</RequesterType>
<RequesterAuthenticationID>111111111</RequesterAuthenticationID>
<RequesterlD>HAN_REP2_ADMIN </RequesterID>
<RequestPriority>L</RequestPriority>
<I--Optional: CallbackUri removed -->
<AddressBlock>
<!--Optional: GroupID removed -->
<AddressList>
<!--0 to 10000 repetitions:-->
<Address>
<ESIID>00000000000000001</ESIID>
<MeterSerialNumber>00000000000000098</MeterSerialNumber>
</Address>
</AddressList>
</AddressBlock>
<CancelAlILCEventMessageBlock>
<CancelControl>0</CancelControl>
</CancelAllLCEventMessageBlock>
</SMTxPCancelAllLoadControlEventRequest>
</smt:processCancelAllLCEvents>
</soapenv:Body>
</soapenv:Envelope>




HAN APl Assumptions

* Only 1 device can be provisioned or de-
provisioned per request

* No more than 10,000 addresses™ can be sent

a SEP message

e Central time is used for all timestamps input
to the API

* An addressable unit can be an ESIID/meter or an individual device.




HAN API Security

HAN APIs must use mutual
authentication over SSL

Two kinds of security tokens can be
used for authentication
— Username or SAML tokens

e Itis assumed that REPs will use Username
tokens

Validations

— Token data is used to map the sender
of a request to a system account

System account is authorized to
access data related to a DUNs
number

WS-Security signature used to verify
the request sender and determine
request integrity

CenterPoint..
Energy

TNMP.

Username token
<soapenv:Header>
<wsse:Security xmins:wsse=

"http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
wssecurity-secext-1.0.xsd">

<wsse:UsernameToken>

<wsse:Username>REP_Sytem_Account
</wsse:Username>

</wsse:UsernameToken>
</wsse:Security>
</soapenv:Header>

SAML token




1 . niel it
Smart Meter Texas S

SMART METER
[EXAS

Schedule for REP Roll-out




REP Roll-out Plan E S
NCOR  TNMP.

 Key Dates

Dec 14 SMT DRAFT Interface Specs released (FTPS and API)
Dec 14 HAN DRAFT API Interface Specs released

Jan 7 SMT and HAN Technical Session on FTPS set-up and API
Jan 15 FINAL SMT and HAN Interface Specs released

Jan 20  SMT and HAN Detailed REP Orientation

Jan31  SMT and HAN go-live

Feb 1 REPs can set up their REP entity, admins, and users in SMT

Feb Weekly technical conference calls to address questions
regarding FTPS set-up

Feb/Mar Scheduled (per PUCT sign-up) sessions to set-up and test
FTPS and HAN API interfaces (limited number of REPs per
session)
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Thank You For The Opportunity To Discuss
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